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SECURITY:

related loopholes.

The SERENE mobile telephone, manufactured by Bang
& Olufsen (B&O) and SAMSUNG, has been subjected
to a series of test procedures for the ProtectStar®
Mobile Security AWARD for 2006.

Only the SERENE test model’s MAC address could be
uniquely identiﬁed; however, this is normal and does
not pose a security loophole.
Switching off the Bluetooth “User telephone
visibility” security function on the SERENE mobile
phone (Menu: Settings -> Bluetooth) rendered the
MAC address invisible to Bluetooth scanners.
Only the RedFang programme was able to determine
the MAC address despite “invisibility”.
The “Secure mode” setting can be found under the
“Bluetooth” menu point. This option allows the user
to decide whether the SERENE should request user
conﬁrmation if other devices attempt to access the
SERENE.
We would recommend users to keep this security
function, which is activated by default in the
standard conﬁguration.

The SERENE was supplied with the E910XXFA2
software version. The unit was tested under laboratory
and real-life conditions.
The ProtectStar® testing engineers only tested the
integrated Bluetooth interface since the SERENE has
no WLAN interface.

The SERENE is a closed system and has no
integrated Java engine. On the one hand, this ensures
a high degree of security; on the other, this does
limit usability since the SERENE cannot be equipped
with additional functions.

The unit’s Bluetooth interface security was tested
using SNARF attacks (BlueSnarf), BlueBug and
Bluejacking methods. These attack methods allow
data such as address books, schedules, clock and
visiting cards to be manipulated via an activated
Bluetooth interface without the user becoming aware
of this.

USABILITY:

BlueSnarf uses an OBEX (object exchange) channel
that is normally intended for the exchange of objects;
BlueSnarﬁng converts a “push” and a “pull” command
to allow the target objects to be changed.

The phone measures 65 x 70 x 24 mm and has
a matte-black ﬁnish with a glistening silver handmade aluminium hinge, giving the SERENE a clean,
timeless and elegant appearance.

The BlueBug attack method tests whether the
RFCOMM (radio frequency communications) channels
can be exploited. In particular, channels 16 and
17 provide a kind of back door since the Bluetooth
security functions do not have any effect here.
This allows classical terminal commands to be
executed on the mobile phone affected.

The SERENE consists of two equal parts (ear and
mouth piece) connected by an aluminium hinge.
A motorised opening and closing mechanism is
integrated into the hinge, allowing the user to open
or close the phone automatically by a light tap on a
button.

Once the Bluetooth interface had been activated,
none of the security tests applied detected any open
ports or unnecessary services that usually pose
security issues.
Neither the automatic test routines of the proprietary
ProtectStar® security scanner nor the manually
executed test routines were able to ﬁnd any security-

The display and microphone are integrated in to the
lower piece, and the round keypad and speaker
are integrated into the upper piece. The dial in the
middle of the very high-quality keypad is controlled by
thumb, and allows simple and intuitive navigation
through the menus. The 2.1” display is integrated into
the lower piece of the phone, as previously mentioned,
in contrast to the usual phone layout. The display can

The SERENE was developed by Bang & Olufsen
together with Samsung.
The design and operation were developed by Bang
& Olufsen (designer: David Lewis), with Samsung
responsible for the technical side.
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The Bluetooth interface is compatible to the most
common proﬁles such as BNEP, GAP, File Transfer,
LAP, PAN and many others, and enables a high level
of hands-free phoning convenience with a Bluetooth
headset.
The design of the triangular charger and docking
station in polished and electrolytically anodised
aluminium included in the package is especially
worth mentioning.
It is not only extremely pleasant to look at as it
decorates any desk, but it is also an ideal home for
the SERENE.
As soon as the SERENE is placed into the docking
station, a signal sounds and the display is
automatically turned by 180°. The mobile phone can
then be used as a mini landline phone.
be turned by 180° to be used from above, but the
keypad layout is then back to front.
Our real-life tests did not turn up any disadvantage
in phone usability from this layout. Using the phone
may seem odd for the ﬁrst few minutes, but the user
rapidly becomes accustomed to this unusual and
revolutionary keypad and display layout and operation.
Users will probably even ﬁnd that using the SERENE is
a highly pleasant experience.
SMS texting may take some practice. Typing into the
round keypad requires a certain level of skill.
Automatic word recognition using the T9 system is
activated by default for SMS and MMS texting as well
as writing e-mails. However, pressing and holding the
* key switches this function into manual mode.

Once the mobile phone is seated in the docking
station, the SERENE automatically opens up when
messages or calls are received.
The SERENE phone book can be synchronised with a
cordless phone system – such as the BeoCom 6000
and BeoCom 2 – using a separately available DECT
docking station – a further beneﬁt with this mobile
phone.
The package also includes a small screwdriver.
This can be used for removing the housing cover of
the SERENE to access the battery or SIM card, for
example.

The SERENE has a bright, high-contrast landscapeformat display. At a resolution of 320 x 240 pixels,
the SERENE can display up to 262,144 colours.
The landscape format and high resolution ensure
excellent and user-friendly image presentation that
is available on extremely few mobile phones on the
market.
In addition, the colour and text display on the user
menu is highly praiseworthy – the letter and
background colours selected as well as the fonts
provide additional convenience and excellent
usability.
Triband operation [(E)GSM 900, GSM 1800 and GSM
1900 networks] with the option of automatic band
switching also ensure that the mobile phone can be
used in Europe, Africa and the Asian-Paciﬁc region.
Class 10 GPRS, WAP 2.0-compatible browser and
Bluetooth are also integrated.

The SERENE includes a digital camera with 4x zoom
built into the side. The camera has a resolution of
640 x 480 pixels. By current standards, this could be
much higher.
Unfortunately, the SERENE cannot be used as
an MP3 player or radio, although the integrated
memory would provide enough space for at least a
handful of MP3 ﬁles.
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The SERENE would beneﬁt from additional separate
PC synchronisation software or a PC suite for users to
transfer their contacts, text messages and other data
from the mobile phone to a computer and process
them from there.
One advantage worth mentioning is the 90-page
manual supplied with the phone. It is thorough and
very well-written, explaining all of the functions
of the SERENE mobile phone in a clear and logical
manner.

VALUE FOR MONEY:
The value-for-money question is somewhat
inappropriate for the SERENE. This is an innovative
mobile phone targeted at a certain customer
group with its aesthetic design and excellent
workmanship. Technical features such as the

PERFORMANCE:
The SERENE showed very good performance
values throughout the test phase. No ﬂuctuations in
performance or system crashes were measured or
recorded over the entire test period. The audio and
reception quality of the SERENE are above average.
The standard 800 mAh lithium-ion battery integrated
into the device reaches standby periods of up to
250 hours. The maximum period for a phone call
is under-average at 180 minutes according to the
manufacturer.
Another feature under the “performance” heading
that is worth mentioning is that Bang & Olufsen and
Samsung have placed especially high priority on
scratch resistance and durability in the materials
used.

automatic opening and closing mechanism are a real
eye-catcher.
The SERENE is above any ﬁxation on multimedia or
comparison to other high-end mobile phones.
This unusual, innovative unit in an unusual design is
available at a current price tag of €1,100 (without a
provider contract).
The package includes
a manual, screwdriver
for removing the
housing cover, table
charger and docking
station, as well as an
additional charger.
A headset is not
included. However,
a matching headset
can optionally be
purchased for the
SERENE. The EarSet
1 Mobile headset
is available in every
Bang & Olufsen retail
outlet.
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VERDICT:
The SERENE passed all of the test procedures very
successfully.
One positive aspect worth mentioning is that all
security settings in the SERENE are already activated
in the default conﬁguration, a clear indication that
Bang & Olufsen and Samsung place high priority
on security as much as on design, quality, and
usability.

Synchronisation software included with the device and
an integrated radio are features we would like to have
seen.
The excellent test results have earned the SERENE,
manufactured by Bang & Olufsen and Samsung, the
ProtectStar Mobile Security AWARD for 2006.

The SERENE’s aesthetic design and motor-driven
opening mechanism are innovative and eye-catching.
There is no other mobile phone on the market that
captures so much attention.
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The mobile phone is easy, convenient and logical in
terms of usability. However, users will need a great
deal of practice for texting.
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